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Abstract—There are a lot of Challenges raised over the security
of information written to the Mifare classic 1k a Radio
Frequency ldentification card due to the vulnerability status of
this card. The card’s information can be traced to another card
or an electronic device. These issues allow for unauthorized
access to the data on the Mifare classic 1k-enabled device data
which are transmitted between the device and reader. The
information produced by a Mifare classic 1k enabled credential
system for a stated status is also a concern. The focus of the study
is to develop an algorithm to secure information written to the
Near Field Communication tag. The performance of the system
shows that when n=50, with elapse time of 1.2ms the unique
character was 64, likewise at optimal when n=200, the elapse time
was 1ms with the unique character of 62. This result shows a
decline of the symbol-by-symbol restriction with elapses time
which can secure the information of the unique character.
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I.  INTRODUCTION

Radio Frequency Identification systems operate in three
modes which are low frequency (LF), high frequency
(HF), and ultra-high frequency (UHF) bands. The frequencies
band are opposite to each other due to the advantages and
disadvantages related to the frequency band. The operation of a
low frequency creates a laggard read rate with an enlarged
capacity for reading neighboring, metallic, or liquid regions.
The procedure of implementation of a higher frequency will
result in quicker data transfer rates with longer ranges. The LF
band frequency is between 30kHz-300 kHz with lengthy
wavelengths of around 2,400 meters. LF RFID systems are
simply allowed to use the small range between 125kHz —134
kHz. The High-Frequency scheme operates within the 3 MHz
to 30 MHz limit and renders reading distances of 10 cm - 1 m.

Higher frequency, equal to low frequency, utilizes magnetic
coupling to intercommunicate between the tags and RFID
reader/antenna. HF motion can pass directly in most materials
excluding water and compact metals. Compressed metals, like
aluminum, can still be labeled with HF tags and perform
normally. HF labels trust magnetic connection for power
source, so they endeavor to improve the lifespan of the
application unless damaged by wear and tear of the tag end.
Within the higher frequency set of the RF range, near-field
connection, or NFC, is a communication code of behavior
licensed by the International Organization of Standardization.
The ultra-higher frequency (UHF) set inside the RF range
ranges from 300 MHz to 3 GHz; however, most UHF RFID
systems operate between the 860 — 960 MHz bands.

The essential exceptions are RFID arrangements that
operate at 433 MHz and 2.45 GHz. In real-world applications,
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the type of RFID to be used depends on the use case, cost,
maintainability, regulations, environmental factor, and other
requirements. This has made the world of RFID-based
identification systems a little bit complicated. A typical RFID
system consists of tags, a reader, an information system, and
materials. The information system consists of data storage,
infrastructure, software applications, and middleware. RFID
system usually requires a form of middleware application that
handles the translation of the RFID data to an intelligible form
that the information system can understand. This is important
because, rarely is an information system built from scratch
based on RFID, usually; RFID is introduced to augment the
current identification system which usually has been built
already. The ease of integration to an existing system usually
makes an RFID system a go-to for RFID-based identification
systems. This also means that a new system can be built
without incorporating the essence of RFID into the core of the
system.

1. LITERATURE REVIEW

The application of RFID in human tracking and
identification has many branches, as seen in the work of [1]
who proposed the use of RFID based system in the
identification of patients and staff. The review in [2] also works
on RFID based attendance capturing system. A work by [3]
implemented RFID Based Security and Access Control System
which works with other information systems. Some research
has shown that an RFID system does not always require a full-
fledged infrastructure. The study in [4] built an RFID system
based on the Arduino microcontroller, which does not require
putting network infrastructure or a central database in place.
Some privacy developers see RFID’s distribution and un-
restricted deployment as a kind of crack of doom scenario in
which corporate and government involution can pervasively
monitor individuals, paving the way for a techno-totalitarian
state. Also, each person’s movements, associates, and casual
acquaintances are cautiously monitored and recorded in
futuristic data centers [5]. The security Method will defend it
from any sign of vulnerabilities associated with the network
such as distributed denial of service (DDoS) attacks [6]. Some
systems may even lack a full network-based information
system together employing a microcontroller to serve as the
logic or decision unit of the information system. The research
in [7] on design guidelines and best practices, divides the RFID
system into three subsystems; RF Subsystem, Enterprise
Subsystem, and inter-enterprise subsystem. The performance
analysis of the Huffman code was discussed in [8]. Symmetric
Key Block Cipher Algorithms was developed thereby
describing the analysis of the cipher algorithm. The significant
roles of encryption algorithms are numerous and essential in
information security by [9] in Comparative Study of
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Symmetric Cryptography Mechanism. Therefore, this strategy
attempts to detect only known attacks based on predefined
attack characteristics in [10]. It is of very low standard and
quality, has little or no integrity, very easy to forge in [11]. The
tradeoff between the two protocols can provide a significant
impact on the networks.in [12]. AdaBoost Algorithm selects
the best set of Haar features and implements it in cascade to
decrease the detection time [13].

1. METHODOLOGY

There are three procedures during the implementation with
independent solutions which can be extracted and implemented
in different devices. The language of implementation was C#
which simulates the first stage in the developed model. The
first stage is the development of the Information System. The
Information System handles HTTP requests, handles database
communication, authorization and authentication. The module
consists of the Core, infrastructure, and WebAPIs.The core
configures the entities and the business rules by ensuring that,
the data is securely accessed. Accessing the database, calling
an external endpoint, and sending emails were handled by the
infrastructure layer whileWebAPIs interface provided the
secured information access to the Core through HTTP requests.
The card Interactor layer is the second stage which deals with
the hardware, it implements and exposes the APl to
communicate with the card through the interfaces using
dependency injection.

The third stage is the Middleware which consists of Logic
Base. This handles the Middleware logic, implements the basic
checks, and has its logic without having to contact the
information system. Southbound. deals with the hardware
interface directly through the Card Interactor. Every read and
writes operation is handled here while the Northbound deals
with communications with the information system. Figurel
below shows the solution map of the developed model.
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The key was calculated Wl_th the entropy of the password.
Password entropy predicts how difficult a given password
would be to crack through brute force or guessing. Figure 2
shows the developed simulation model on visual studio IDE.

Gardteractr
Information System

Middleware

Figure 2. Simulation in Visual Studio IDE

The simulation was tested to detect Mifare standard 1k with
active protocol as shown in Figure 3 below.
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Figure 1. Model Solution Map 1

The Huffman coded information during the simulation
using hexadecimal was encrypted before being written to the
card. The symmetric encryption key of 6 character long
alphanumeric character-set was coded using equation 1 below.
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ACS ACR1311 PICC Reader 0

End Polling

Card Status: Card found

3B 8F 80 01 80 4F OC A0 00 00 03 06
ATR: 03000100 0000 00 6A

Card Type: Mifare Standard 1K

Active Protocol: T=1

Reset Quit

Figure 3. Interface Showing Card interactor window (card detected)
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IV. RESULT AND DISCUSSION

The results from the model consist Huffman Time function
which was used to identify if symbols are not independent and
identically distributed because Huffman is based on the desired
approach to get the optimal compression, so the study uses the
shared complexity of symbol-by-symbol coding. For a given
message of byte N, where n is the total number of unique
characters, there is less compression achieved as n increases.
The maximum compression ratio is achieved when n = 1 for
the same value of N. There is a clear correlation between the
number of unique characters n and how deep the tree is, which
in turn affects time performance during the simulation as
shown in Figure 4.1, 4.2, 4.3 and 4.4 below.

Huffman Code Time performance (N = 50)
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Figure 4.1.  Graph of Time performance when N=50
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Figure 4.2.  Graph of Time performance when N=100

DOI: 10.24032/IJEACS/0402/002

Figure 4.3. Graph of Time performance when N=150

The results of Huffman code time performance during the
simulation when n=50, n=100, n=150, and n= 200 are dep-
itched to confirm that the result of the graph presents the
elapsed time against the number of unique characters. These
results present the desired approach to get the optimal
compression when n=50 with elapse time of 1.2ms when the
unique character was 64 in Figure 4.1.

12- Huffman Code Time performance (N = 200)
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Figure 4.4.  Graph of Time performance when N=200

In a related result when n=100 the elapse time for the
Huffman performance was 1.8ms with the unique character of
64 as shown in Figure 4.2. Also, when n=150 the elapse time
from the graph was 1.03ms with 64 unique characters, and
when n=200 the elapse time was 1ms with the unique character
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of 62 as shown in the graph of Figure 4.3 and Figure 4.4
respectively.

The evaluation of the Huffman time performance during the
simulation is presented in the graph in Figure 4.5 below.
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Figure 4.5.  Graph of Time performance and compression

This result shows a decline in the symbol-by-symbol
restriction which can secure the information of the unique
character. The clear correlation between the number of unique
characters is a reflection of how deep the tree is, which in turn
affects time performance during the simulation.

V. CONCLUSION

The information system and the RFID system will be linked
together by the means of integration. This essentially ensures
that both systems can be built and extended independently
without having to redesign the other part of the system. A file
database is chosen for this research, this ensures that reliance
on the network is obviated reducing the overhead cost of the
server and network latency. The developed model in the
research due to declination of the symbol-by-symbol restriction
will ensure that a brute-force attempt outside this model when
guaranteed by a hacker will fail because the system will revert
to anti-brute-force to mitigate against guessing the 6-character
long key.
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